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ABSTRACT

This study mainly aims to investigate the role and effectiveness of artificial
intelligence in terms of detecting the fraud of the residency visa within the
“General Directorate of Residency and Foreign Affairs (GDRFA)” in the case
of Dubai. Fraud in the case of the residency visa has become one of the
concerns in the case of the governments, particularly in the case of different
kinds of global cities such as Dubai, where the population become more
diverse and demand for the visas increases rapidly. The primary data
collection method is adopted with the help of a structured survey, which is
distributed to the different types of key stakeholders within the GDRFA.
This research determine how and to what extent Artificial Intelligence (AI)
has been applied and used to detect fraud in residency visas in the General
Directorate of Residency and Foreign Affairs (GDRFA). With the rise in the
need to use visas in international cities, doctoring of the forms is a major
threat to the immigration systems. It is positivist research with a deductive
approach, which embraces the use of structured surveys to gather
information on important stakeholders of GDRFA. It looks into the use of Al
technologies, including machine learning, biometric verification, and
anomaly detection, to detect fraud, and evaluates their effectiveness, ethical
implications and limitations in their use. The research also tests the opinion
of the stakeholders and presents recommendations to maximize Al use.
Based on the research question posed, the expected results indicate that
although the application of Al promotes effective detection and precision of
fraud, the quality of data and biases of Al algorithms, confidentiality, and
openness remain a matter of concern. The research add to the knowledge
of the incorporation of Al in immigration processes in the population, and
the measures of greater ethical and effective use in detecting fraud.

1. INTRODUCTION

In recent times, the advancements in “Artificial
Intelligence (AI)” have led to a revolution in
different types of sectors all across the world,
which includes the healthcare, finance, education
and governance (Mobashir Naeem Siddiqui, 2023;

Alzoubi et al,, 2024; Shwedeh et al., 2024; Shao et
al, 2025). The market for Al technologies is
increasing rapidly, which is amounting to about
244 million US dollars in the year 2025 and is
expected to grow to over 800 million US dollars by
the year 2030 (Statista, 2023). In this case, machine
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learning is one of the effective and also basic as well
and simple forms of Al. Fraud in the case of the
residency visa has become one of the concerns in
the case of the governments, particularly in the
case of different kinds of global cities such as Dubai,
where the population become more diverse and
demand for the visas increases rapidly (Sihag et al,,
2024; Yas et al., 2024; Tangri et al,, 2023). On the
other hand, the “General Directorate of Residency
and Foreigners Affairs (GDRFA)” in the case of
Dubai plays an important role in terms of
regulating the issuance of the visa, renewal and
also the destination of tourism (Joghee et al.,, 2013;
Alkatheeri et al,, 2025). In this case, the process
based on the integration systems focuses on
detecting and reducing different types of
fraudulent activities, which become intensified
(Murtaza et al, 2024; Shwedeh et al, 2024;
Alshurideh et al., 2024).

Different types of Al technologies, such as machine
learning (ML), natural language processing (NLP)
and recognition based on the biometric provide the
great level of potential in terms of determine the
various types of irregular patterns and anomalies
that mainly associated with the visa applications
based on the different types of fraudluent acts (Al-
Qassem et al.,, 2024; Khatib et al., 2024; Martinez et
al, 2022; Radwan et al, 2025; Al-Qasem & A,
2021). Countries such as the United Arab Emirates
(UAE) make an investment in different types of
smart government initiatives under the “UAE
Vision 2031”, which helps to make an effective
incorporation of Al in various public sectors (UAE,
2023; Shehab et al., 2023).

1.1. Problem Statement

The main problem is that despite the incorporation
of the advanced digital and Al tools with the system
based on the GDRFA, fraud of the residency visa
remains a persistent and evolving challenge. On the
other hand, the activities based on the fraudulent
include identification of the manipulation,
documentation which is forged and misuse of the
categories based on the visa that provide a threat
to the integrity and security based on the
immigration system of the UAE (Hanaysha et al,
2021; AlI-Nakeeb et al.,, 2024; Alhashmi et al., 2025).
These types of practices, based on their fraudulent
nature, jeopardize the security of the nation and
also increase the chances of economic losses and
reduce the trust of the public in the system (Khatib
et al., 2024). In this case, when the systems based
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on Al provide promise to the real-time analysis and
even capabilities based on the predictions, there is
also the effective limitation of academic insights
about the ways these types of technologies mainly
deploy within the operational environment of the
GDRFA (Kabiraj et al,, 2011; Al-Shawabkeh et al,,
2016). There is also a gap in terms of evaluating
different types of practical limitations, concerns
about the ethics and interoperability of these types
of Al systems with the infrastructure based on
legacy.

1.2. Aim and Objectives

This research mainly aims to investigate the role
and effectiveness of artificial intelligence in terms
of detecting the fraud of the residency visa within
the “General Directorate of Residency and Foreign
Affairs (GDRFA)” in the case of Dubai. On the other
hand, it mainly seeks to evaluate the recent
systems driven by Al in place and make a proper
identification of their strengths and limitations and
provide recommendations in terms of making an
optimisation of their application in the case of the
detection of fraud.

1.3. Objectives

The research objectives are as follows,

e To explore the current emerging Al
technologies employed by the GDRFA in
residency visa fraud detection

e To analyze how effectively Al contributes
to addressing and preventing fraudulent
visa applications

e To assess different types of challenges and

limitations associated with the
implementation of Al in the visa processing
system of GDRFA

e Toexamine the perspective of stakeholders
on the use of Al in the case of the detection
of fraud

e To propose practical recommendations to
improve in Al incorporation in systems for
fraud detection

1.4. Research Questions

The research questions are as follows,

Q1. What types of Al technology are recently
utilized by the GDRFA for the fraud detection of
residency visas?

Q2. How effective are these Al systems in
addressing fraudulent applications compared to
traditional methods?

Q3. What are the operational and ethical challenges
faced by GDFRA in using Al for the detection of
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fraud?

Q4. How do key stakeholders perceive the role and
impact of Al in the processes for visa fraud
detection?

Q5. What type of improvements can be made in
terms of increasing the fraud detection systems
based on Al within the GDFRA framework?

2. LITERATURE REVIEW
2.1. Overview

The study is interested in investigating the
efficiency of Artificial Intelligence in detecting

Input Stage: )
Al Processing Stage:

1. Visa Application Data 1. Machine Learning
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fraud in residence visas to the General Directorate
of Residency and Foreign Affairs in Dubai (GDRFA).
The research examines the use of such
technologies as machine learning, facial
recognition, and natural language processing in the
process of processing the visa to detect any
anomalies and minimize fraudulent activities.
Applying the quantitative, cross-sectional research
design and the methodology of structured surveys
among the stakeholders of the GDRFA, the project
help to evaluate the current Al applications.
Conceptual Framework

Output Stage:
1. Fraudulent

Application Flagged

Moderating Factors:
1. Data Privacy &

(Personal Information, Algorithms
Documents) » 2 Natural Language
Processing

2. Historical Fraud Patterns 3 Biometric Verification

. 4, Anomaly Detection
3. Biometric Data

Security 2
: 2. Real-Time Alerts to
» 2 Hun‘]zl;gon\:zlr]stlght & > Authorities
3, System Accuracy 3. Enharrblcaekdin[;eusnon-
I:frzgrhuncltcuarle 4. Reduced Visa Fraud
Incidents

Figure 1: Conceptual Framework, Source: Self-made

This study provides the incorporation of “Artificial
Intelligence (Al)” into the detection process of visa
fraud and focuses on the GDRFA in Dubai (Yas et al.,
2024). On the other hand, the framework mainly
explores the ways Al technologies such as machine
learning (ML), verification of biometrics and
detection of anomalies, which make an effective
interaction with the data inputs in terms of
identifying patterns based on the fraudulent (Yasir
et al, 2024; Kumar et al., 2024; Alblooshi et al.,,
2025; Al-Qassem et al,, 2025; Shwedeh & F., 2022).
It mainly consists of the different types of key
moderating factors such as accuracy of the system,
data privacy, oversight of the human and
constraints of the operation (Khatib et al, 2024;
Ahmed et al, 2024; Alhashmi et al., 2025). On the
other hand, the outcomes mainly include
increasing the efficiency of the detection and
reducing the cases based on the fraudulent and
making an effective improvement in the decision
making.
2.2. Investigation of the Present Emerging Al
Technology, which is applied by GDRFA to detect
fraud in residency visas
Artificial Intelligence (AlI) use in governance of the
public sector, particularly the immigration and
border controls, is becoming a norm in terms of
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ensuring that a nation is secure and the operations
in that sector are done efficiently (Ilyas et al,, 2023;
Algassem et al., 2022; Sakkthivel et al., 2025; Som
et al,, 2023). In the framework of the UAE, and
specifically, the General Directorate of Residency
and Foreign Affairs (GDRFA) in the Emirate of
Dubai, Al has been deployed to check visas and
improve detection of fraud (Al Falasi et al.,, 2022;
Shwedeh et al,, 2024; Al-Qassem & A. H.,, 2022; El
Khatib et al., 2023; Kukunuru et al., 2019). Included
in the visa systems are technologies that recognize
faces, biometrics, optical character recognition
(OCR) and natural language processing (NLP)
(Elmasry and Singhal, 2023; Kharbat et al., 2017;
Anifa et al, 2024). Facial recognition systems, in
particular, one can speak of the popularity of the
use of facial recognition systems when applying
photos of candidates to the databases of
government structures to identify fraudsters with
an identity (Al-Qassem & A. H., 2024; Al-
Shawabkeh et al,, 2017, 2023). There is also an Al
document verification tool to verify the
authenticity of the uploaded residency documents
and anomaly detection algorithms to detect
suspicious patterns in big datasets of visas
(Aldossari and Almarashdeh, 2021; Shwedeh & F.,
2021; Alzoubi et al., 2024; Joghee et al., 2021; Vij et

Publisher: GAFTIM, https://gaftim.com



S. A. Almutawa & M. El Khatib

al,, 2025). The vision of the UAE identifies the focus
on smart government systems (Vision 2031, UAE
Government Portal, 2023), and the efforts of
GDRFA in terms of Al could be considered a part of
this strategy (UAE Government Portal, 2023; El
Khatib et al., 2023; Nazeer et al., 2025). In addition
to noticing irregularities or mismatches in
application histories or supporting documentation,
machine learning (ML) models are used (Alzoubi et
al., 2025; Nazeer et al,, 2025). These models are
continually trained on past incidences of fraud to
identify new or emerging trends of fraud (Kshetri,
2021; Joghee et al, 2018, 2021; Kharbat et al,,
2024; Kabiraj et al,, 2009; ). As Dubai approaches
full digitalization of government services, the Al
instruments are getting more integrated and
flexible at GDRFA.

2.3. Evaluating the success of Al in the Detection and

prevention of fraudulent Visa Applications

Some studies have demonstrated the first point on
the potential of using Al to noticeably increase the
accuracy of detecting fraud in the lifecycle
management of visas (Alkatheeri et al, 2025;
Alzoubi et al., 2024; Al-Nakeeb et al., 2023; Al Kurdi
et al,, 2024). High speed and scalability of Al make
it possible to evaluate thousands of applications in
real-time, which helps to detect an inappropriate
submission early (Nguyen et al., 2020; Joghee et al.,
2020). In a comparative analysis conducted by
Khan and Ahmad (2022), it was shown that the Al
models can perform fraud detection more
accurately, consistently, and more efficiently, by up
to 35%, compared to the manual approach (Nuseir
et al,, 2021; Rana et al.,, 2025; Kharabsheh et al,,
2024; Rosmadi et al., 2025; Naim et al, 2024).
Human bias and fatigue, which were the reasons
behind oversight in the process of document
verification in the past, are dismissed with the help
of Al (Al Najdawi et al.,, 2024; Al Amiri et al., 2024;
Kurdi et al,, 2025; Shwedeh et al,, 2023; Razmak et
al., 2018). Predictive analytics in GDRFA system
allow them to put applications under suspicion of
having some form of deviance that can be identified
by the use of Al that looks out into standard
behavioral models, including repeated use of the
same [P address or inconsistency in data
downloaded through various linked applications
(Al-Kuwaiti et al, 2023; Alzoubi et al, 2024;
Tanveer et al., 2024; Karthika et al., 2024; Joghee et
al,, 2023). Such abilities not only help to prevent
fraud but also check to make sure they comply with
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international immigration regulations (Salloum et
al., 2024; Al-Kassem, 2021; Al Kurdi et al,, 2023;
Yas et al., 2024; El Khatib et al., 2023; ).
Nevertheless, performance is also subjected to the
quality training data and updating the models of
the detection. Even when Al results, the data sets
are not comprehensive or unbiased, there is still
the likelihood of not detecting some of the more
advanced fraud schemes (Lee et al, 2024).
However, research shows that Al is already
lessening the backlog significantly and boosting
detection accuracy (Rahman et al, 2021;
AlShawabkeh et al, 2021; Kanwal et al, 2023;
Kofinas et al,, 2016; Khan et al., 2023).
2.4. Evaluating the Difficulties and Restrictions of Al
Deployment in GDRFA Visa Systems
In spite of the possibility of Al it has a number of
operational and ethical constraints (El Khatib et al.,
2023). First, there is the challenge of integration
since GDRFA still uses legacy IT infrastructure that
might not support full implementation of Al in real
time (Chong et al,, 2022). Also, the Al system and
its maintenance are expensive, and this cost covers
all the data storage, model training, and
cybersecurity (Pande et al., 2024; Al-Kassem et al.,
2022; Al-Qassem & A. H., 2024). Legally speaking,
the issue of data privacy and Al decision-making
transparency is also of concern. PDPL of the UAE
stipulates adequate use of personal information,
which influences the application of Al as far as
biometric verification is concerned (Al Kaabi and
Darem, 2023; Rana et al., 2025; Treacy et al., 2025;
Shwedeh et al., 2024; Almidfa et al., 2024). There is
also an ethical challenge of the absence of human
control, especially when dealing with an
algorithmic mistake that declares an honest
application as a fraudulent one. System
dependency is yet another limiting factor
(Khadragy et al.,, 2022; Al-Shawabkeh et al., 2014).
The excessive use of Al might trigger possible
security gaps in case the system faces hostile
attacks or interference by cybercriminals (Ahmed
and Hossain, 2021; Alshurideh et al,, 2025; Som et
al., 2023; AlShawabkeh et al., 2018). In addition,
GDRFA employees need constant training to learn
how to use and manage Al tools effectively because
skill deficiency may hinder the maximum use of the
system.
2.5. Analysis of the perception of Stakeholders on the
use of Al in Fraud detection
Perception among the stakeholders is an important
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factor in implementing Al. Recent surveys and
interviews held by Al-Najjar et al. (2023)
demonstrated that employees of GDRFA and visa
applicants have both positive and negative
responses to the use of Al in their work (Halder et
al., 2024; Yas et al., 2024; El Khatib et al,, 2023;
Alzoubi et al.,, 2024). On the one hand, the issue of
job displacement and trust in the Al outcomes is a
source of concern experienced by some officials; on
the other hand, an aspect of growth in efficiency
and decreased workload is valued (Aldawsari et al.,
2024; Joghee et al,, 2024; Alshurideh et al., 2022).
There are concerns among candidates regarding
possible system flaws and non-transparency in
rejection cases. Failure to know what Al considers
a fraud indicator may result in dissatisfaction and
mistrust in case applicants do not know (Sharma
and Dwivedi, 2022; AlShawabkeh et al, 2021;
Ismail et al., 2024; Alblooshi et al,, 2025; Al-Qassem
et al., 2024). There are also concerns about the
misuse of Al regarding immigration practices, as
indicated by human rights bodies, that the
unregulated application of Al to immigration
processes may result in the denial of entry to
individuals due to erroneous assessments that may
end up undermining discrimination within the
various systems (Latonero, 2019; AlNaoimi et al.,
2024; Alzoubi et al, 2024; Khan et al., 2024; El
Khatib et al., 2024; Al-Kassem, 2022). To overcome
that, a hybrid approach is proposed by many, in
which an Al signals cases that should be further
decided on by a human being, striking the balance
between efficiency and fairness (Al Najdawi et al.,
2024; Al-Shawabkeh et al., 2013; Zeeshan et al,,
2025).

2.6. Recommending Tangible Solutions to Enhance

Fraud Detection Using Al

The literature also focuses on the necessity of the
human-in-the-loop (HITL) system, in which Al is
considered as an aid to the decision-making
process instead of the main decision-maker
(Kharbat et al,, 2021; Khatib et al., 2024; Ma’asor et
al,, 2023; Habbal et al,, 2019). Making use of multi-
source data integration is also a way to strengthen
Al used at GDRFA, including cross-border
immigration databases and law enforcement
records (Kumar et al., 2020; Al Najdawi et al., 2024;
Al Hamadi et al,, 2024; El Khatib et al., 2024; Al-
Qassem et al, 2021). In addition, the
implementation of explainable Al (XAI) will
support the construction of user confidence and its
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transparency (Pande et al., 2024; Nuseir et al,,
2019; Sun et al., 2016; Naim et al.,, 2025; Shwedeh
& F., 2022; Anifa et al., 2022). Both developers and
administrative personnel have to be offered
training to become ethical and effective system
managers. To increase accountability and
eliminate false positives, it is possible to form an
independent review board to audit Al decisions. To
remain effective long-term, it is necessary to keep
updating Al models according to the feedback and
fraud patterns (Zhou et al., 2021; El Khatib et al,,
2023; Razmak et al, 2018; Al Kurdi et al., 2025;
Joghee etal., 2023; Maydybura et al., 2024; Radwan
et al, 2025). Encryption, secure cloud systems and
anonymization are ways of protecting data privacy
(AlShawabkeh et al.,, 2023; Alshurideh et al., 2025;
Samer Hamadneh et al., 2023; Tanveer et al., 2025).
GDRFA would also want to co-develop Al and
partner with academic and technology companies
to further develop this technology.

3. METHODOLOGY

The research method used in this study is
deductive research, thus fits the research approach
since the research follows the previous theories
and literature to lead it. Deductive reasoning starts
with already developed theoretical basis and
moves to test certain premises or hypothesis in a
practical setting (Hall, Hall, and Shaw, 2022). By
basing the research on the academic views on
artificial intelligence (Al) in terms of its application
to the area of public administration, fraud
detection, and immigration governance, the study
guarantees that its research question is
systematically oriented on the previous
knowledge. Such theoretical background improves
rigor of the qualitative design and gives a clear
guide to interpretation of empirical evidence.

The deductive method in this study comprises of
formulation of hypotheses based on the literature
that are analyzed using the empirical data.
Although hypotheses are more linked with
quantitative designs, in this case they are guiding
propositions which form the direction of inquiry
and interview questions framing. It allows the
researcher to either prove or disprove his pre-
existing assumptions relative to the expert views
collected via qualitative means. By so doing, the
study fills the theoretical and practical aspects of
the implementation of Al, especially in such
sensitive sectors as governance, fraud detection,
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and administrative efficiency.

The semi-structured interviews are used as the
main means of data collection in the study to
operationalize this approach. The given approach
offers both the structure (guaranteeing that the
hypotheses are aligned with it) and flexibility (that
is, enabling the participants to discuss their views
and experiences extensively). The data obtained
after these interviews examined with the help of
the thematic analysis to reveal the patterns,
similarities, and differences in the knowledge of
the experts. The results superimposed on the
original hypotheses thus validating them in the
UAE setting. By doing so, the deductive approach
not only guides the research design but can also
facilitate the ability to synthesize theory, data and
analysis into a consistent and evidence-based
meaning of Al in governance and its related areas.

3.1. Research Approach

The research approach, such as the “deductive
research approach”, employed in this study (Hall,
Hall and Shaw, 2022). On the other hand, this
provides proper guidance with the help of pre-
established different theories and literature on Al
in the case of public administration, detection of
fraud and governance based on immigration. In
this case, the specific hypothesis developed and
tested with the help of statistical tools. The
deductive approach provide support to the goals of
validating and focusing on rejecting the hypothesis
with the help of the empirical evidence from the
responses based on the structured survey.

4. CONCLUSION AND FINDINGS

The study aims to critically inquire about the
current application by the General Directorate of
Residency and Foreign Affairs (GDRFA) in Dubai in
their artificial intelligence (AI) technology in
detecting residency visa fraud to evaluate its
efficiency, issues, and viability of optimization.
Pattern recognition, anomaly detection, biometric
verification, data analysis, and pattern recognition
offered by Al have risen as an effective measure
against fraud in all fields, including immigration
and visa processing. In accordance with the vision
of Smart Government, which is pursued by Dubai,
GDRFA has implemented a number of artificial
intelligence-based systems to automate processes
and promote effective security. Nevertheless, the
effectiveness and moral application of these
technologies should be analyzed properly so that
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they can be quite efficient in terms of operations
and should not violate human rights. It is
hypothesized that facial recognition software,
machine learning systems, natural language
processing (NLP), and intelligent document
verification capabilities added to the GDRFA visa

processing infrastructure more and more
frequently. Such technologies might be playing
major roles towards detecting fraudulent

applications quicker and with better precision as
compared to manual methods. It is assumed that Al
assist in identifying duplicate applications,
inaccuracies in documents, fake identities, and the
patterns of fraudulent behaviour, which would be
challenging to detect with the traditional approach.
In addition, the results can suggest that despite all
the benefits of Al in operations in terms of the
speed of processing information, decreasing the
number of tasks performed by workers, and
increasing the level of accuracy, there are some
significant difficulties. These can be the bias of
algorithmic-based decision-making, the quality of
data, the untransparency of the process of
automation and data privacy issues. Another issue
that is likely to arise during the research is that of
legal and ethical implications, especially as
informed by the data protection statutes in the
UAE. The study pointed out that the absence of
skilled workers to operate and control Al systems
might present another hurdle towards the
successful implementation.

The stakeholder approach anticipates that workers
of GDRFA can accept the values and advantages of
Al on the efficiency level, but can also raise
concerns regarding their employment and faith in
the results of the system. The visitors of the visa
world and the general audience may have an
ambivalent attitude, that is, there is a place of
welcome to novelty and suspicion of transparency,
fairness, and privacy. There is also consistency in
this with past studies that emphasize human
supervision and understandable Al in a context of
providing a service to the population. With the
current understanding of the literature review and
projected main data, the project offer
recommendations. Among them are the
implementation of hybrid systems where Al could
help but not take the seat of the human mind, the
frequent auditing and monitoring of Al patterns to
accommodate emerging trends in fraud, more
employee training and education, and the
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introduction of ethical guidelines to comply with
equivalence and fairness. Also, in the research, it
might be proposed to create a strategy of involving
stakeholders in a much-trusted Al-powered visa
system. Conclusively, the research most probably
show that Al has a high prospect of changing fraud
detection during the process of residency visa at
GDRFA. Nevertheless, an inclusive, strategic and
adaptive at all times concept should be embraced
in order to be most effective and ethical-- with an
optical balance between man and his tools
(Technological innovation and governance).
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